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Objective of RTDS: 
 
Data security is the practice of protecting digital information from unauthorized access, corruption, or theft 

throughout its entire lifecycle. It’s a concept that encompasses every aspect of information security from the 

physical security of hardware and storage devices to administrative and access controls, as well as the logical 

security of software applications. It also includes organizational policies and procedures. 

 

When properly implemented, robust data security strategies will protect an organization’s information assets 

against cybercrime, but they also guard against threats from insider and human error, which are among the 

leading causes of data breaches today. Data security involves deploying tools and technologies that enhance 

the organization’s visibility into where its critical data resides and how it is used. Ideally, these tools should 

enable protections like encryption, data masking and redaction of sensitive files and should automate reporting 

to streamline audits and adhering to regulatory requirements. 

 

The primary aim of data security is to protect the data that an organization collects, stores, creates, receives or 

transmits. Compliance is also a major consideration. It doesn't matter which device, technology or process is 

used to manage, store or collect data; it must be protected. Data breaches can result in litigation cases and huge 

fines, not to mention damage to an organization's reputation. The importance of shielding data from security 

threats is more important today than it has ever been. Also, in this pandemic situation the world is compelled 

to move for remote work, as a result more and more sensitive information are being distributed over the 

communication channel. Security of those data is another prime requirement of the time. 
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Details of RTDS: 

 

Details of Talk Delivered: 
 

Date: 28-Jun-2021 

 

Speaker Name: Dr. Atal Chaudhuri, Professor, Department of Computer Science and Engineering, 

Jadavpur University 

 

Talk Title: Crack the Cipher 

 



Talk Abstract: This talk discussed about the secured data communication over internet being most 

important concern nowadays. One of the common security process is data encryption. One main aim is to 

build an apparently attack resistant encryption model. 

 

Session key may be one solution where new encryption key is used in every session but that needs key 

exchange prior to every communication. Common solution is the new key be the function of the previous 

key as well as the function of the previous plain-text. Here after every communication one needs to 

extract the next session key and to remember till the next communication. 

 

Number of Attendees: 36 

 

 
 

 

 

Date: 28-Jun-2021 

 

Speaker Name: Mr. Sandeep Sengupta, Director, Indian School of Ethical Hacking 

 

Talk Title: Industry Trends and Data Security Awareness 

 

Talk Abstract: The talk mainly gives the overview of early warning service. Whenever there is antivirus, 

firewall, and other devices alert us when attack starts. However, there are many companies who can not 

wait till the attack starts. These companies take proactive actions. Generally, when there is a malware 

attack and this attack would be reported to the antivirus companies. Then the antivirus companies do the 

analysis of virus pattern and then this pattern is added into the .dat file and that .dat file is updated in the 

virus database. In early engine service, the companies monitor different websites and pattern is analyzed 

and send the alerts to the users. This talk also discussed on other various aspects of current industry trends 

on data security. 

 

Number of Attendees: 36 

 



 
 

 

 

Date: 29-Jun-2021 

 

Speaker Name: Dr. Amlan Chakrabarti, Professor and Director, A. K. Choudhury School of I.T., 

University of Calcutta 

 

Talk Title: Self-Aware Strategies for Embedded Security 
 

 

 
 

Talk Abstract: The talk discussed regarding the exposure of so many machines on the web that provides 

a veritable playground for hackers to test their skills – bringing down websites, stealing data , or 

committing fraud. It is generally termed as cybercrime. 



 

Cybersecurity can be termed as combating this in a multi-disciplinary affair that spans hardware and 

software through to policy and people – all of it aimed at both preventing cybercrime occurring in the first 

place, or minimizing its impact when it does. 

 

Previously, software security was the prime concern and the underlying hardware was considered trusted. 

However, we have entered the embedded regime direct task processing on hardware is the trend. Present 

day objectives of semiconductor design industry – 1) meet stringent marketing deadlines, and 2) reduce 

design cost. To meet such objectives, a globalization technique of SoC designing is adopted. 

 

Number of Attendees: 35 

 

 

Date: 30-Jun-2021 

 

Speaker Name: Dr. Rajdeep Chakraborty, Assistant Professor, Department of Computer Science and 

Engineering, Netaji Subhash Engineering College, Kolkata. 

 

Talk Title: Design Issues and Challenges of Lightweight Ciphers and IoT Security 

 

Talk Abstract: This talk was organized into three main parts – 1) the first briefly discusses on 

lightweight cryptography and its application for IoT security, 2) the second introduces different attack 

models and discusses some common attacks on lightweight cryptography, 3) the last part presents several 

design issues for lightweight ciphers.  

 

Number of Attendees: 35 

 

 

 
 

 

Date: 01-Jul-2021 

 

Speaker Name: Dr. Sarani Bhattacharya, Postdoctoral Researcher, imec-COSIC, KU Leuven 

 



Talk Title: Micro-Architectural Security for  the Design of Secure Systems 

 

Talk Abstract: This talk focused on microprocessor research for improving performance over the last 

four decades. Various micro architectural features such as cache memories, branch prediction, 

superscalar, speculative and out-of-order execution, were developed to facilitate this. Side-by-side, 

features such as multiprogramming, multicore and hardware multithreading were incorporated to increase 

throughput. These features allowed multiple users to simultaneously share a processor. To isolate one 

user’s program from another, rudimentary security schemes such as protection rings and page table access 

controls bits were used. Very soon it was realized that these security schemes were insufficient. 

Vulnerabilities in software permitted user space programs to gain privileged access. Shared hardware 

became a source of information leaks that could undermine the isolation provided. The very features in 

the processor that were incorporated to boost performance and throughput have now become a security 

liability. 

 

Number of Attendees: 34 

 

 

 
 

 

 

Date: 02-Jul-2021 

 

Speaker Name: Dr. Debashis De, Professor, Department of Computer Science and Engineering, 

MAKAUT, W.B 

 

Talk Title: Privacy-Preserving Data Sharing 

 

Talk Abstract: This talk focused on privacy preserving technique for training, inference, and disclosure 

in large scale data analysis, both in the distributed and centralized settings. It discussed increasing interest 

of the machine learning community in leveraging cryptography techniques such as multi-party 

computation and homomorphic encryption for privacy preserving training and inferences as well as 

differential privacy for disclosure. 

 

Number of Attendees: 31 

 



 

 
 

 

 

 

 

Program Schedule of RTDS 

 

Date Time Description 

28-Jun-21 

6:00 PM - 6:30 PM Inauguration of the Program 

6:30 PM - 8:00 PM Talk by Prof. Atal Chaudhuri, Jadavpur University 

8:00 PM - 9:30 PM Talk by Mr. Sandeep Sengupta, Director, ISOEH 

      

29-Jun-21 7:00 PM - 8:30 PM Talk by Prof. Amlan Chakrabarti, University of Calcutta 

      

30-Jun-21 7:00 PM - 8:30 PM 
Talk by Dr. Rajdeep Chakraborty, Netaji Subhash 

Engineering College 

      

01-Jul-21 7:00 PM - 8:30 PM Talk by Dr. Sarani Bhattacharya, imec-COSIC, KU Leuven 

      

02-Jul-21 
7:00 PM - 8:30 PM Talk by Prof. Debashis De, MAKAUT, W.B 

8:30 PM - 9:30 PM Valedictory 

 


